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ABSTRACT

Mobile communication is widely used for
personal and professional purpose. spam
SMS message have become a major

problem, causing annoyance and security
risks. These messages can lead to privacy
issues and financial losses. The SMS Spam
Classifier project aims to automatically
detect and block such messages. It uses
Machine Learning and NLP techniques for
accurate classification. A naive bayes model
is trained on SMS data after preprocessing
text with tokenization, stop word removal,
and TF-IDF vectorization. Users can access
the system through a web interface to check
messages and view spam statistics. The main
goal is to provide a fast, reliable, and user-
friendly solution to reduce spam SMS.

Keywords SMS Spam Detection, Machine
learning, NLP, naive bayes classifier, Spam
filtering, Text Classification, Flask Web
Application

INTRODUCTION

In today’s digital world of era, mobile
communication is essential for personal and
professional interactions. However, the rise of

unsolicited and fraudulent text messages,
commonly known as spam SMS, poses
significant challenges for users. These
messages can cause inconvenience and may
lead to privacy breaches, financial losses,
and security threats. The SMS Spam
Classifier project addresses this issue by
leveraging Machine Learning and Natural
Language  Processing  techniques to
automatically detect and filter spam

messages. The system uses a Multinomial
Naive Bayes classifier trained on a labeled
SMS dataset. Text data is preprocessed
through tokenization, stop word removal,
punctuation  stripping, and  TF-IDF
vectorization to convert it into a numerical
form suitable for ML. The trained model is
deployed on a Flask backend, providing
REST APIs for real-time classification and
analytics. An intuitive web interface built
with  HTML, CSS, Bootstrap, and
JavaScript allows users to input messages
and instantly view classification results
with confidence scores. The dashboard

displays prediction statistics, spam/ham
distribution, and recent classification
history. By combining robust ML
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algorithms with a user-friendly interface,
the SMS Spam Classifier provides an
efficient, scalable, and real-time solution to
combat spam messages effectively.

LITERATURE SURVEY

Several studies have explored SMS spam
detection using different methods. Almeida
et al. (2011) created the widely used SMS

Spam Collection Dataset. Keyword-based
approaches often missed contextual spam,
while classical ML models required manual
feature engineering. Hidalgo et al. (2006)
applied tokenization, stopword removal, and
TF-IDF for spam filtering. Deep learning
methods like LSTM (Zhang et al., 2018)
improved accuracy but needed large datasets
and high computation. The proposed SMS
Spam Classifier uses NLP, TF-IDF, and a
Multinomial Naive Bayes model to provide
accurate, efficient, and real-time spam
detection suitable for web applications. It
can adapt to evolving spam patterns and
offers a user-friendly interface for instant
message classification, making it practical for
daily use.

RELATED WORK

Over the years, several approaches have
been proposed for SMS and email spam
detection. Almeida et al. (2011) introduced
the UCI SMS Spam Collection Dataset,
which has become a benchmark for
research. Early methods relied on keyword-
based filtering, but these often failed to
capture the context of messages. Classical
machine learning approaches, such as SVM,
Decision Trees, and Naive Bayes, improved
accuracy but required manual feature
selection and engineering (Sakkis et al.,
2003; Hidalgo et al., 2006). Deep learning
techniques, including LSTM  networks,
have Dbeen applied to detect sequential
patterns in spam messages (Zhang et al.,
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2018), achieving high
demanding large

accuracy but
datasets and high
computational resources. Other studies,
like Cormack (2008), explored email
spam filtering methods that are applicable
to SMS, such as token frequency analysis,

n-grams, and Bayesian learning. In
comparison, the proposed SMS Spam
Classifier ~ leverages  NLP, TF-IDF

vectorization, and Multinomial Naive
Bayes to deliver an efficient, real-time, and
user-friendly  spam  detection  system
suitable for web-based applications.

EXISTING METHOD

Over the years, several methods have been
developed to detect SMS spam. Early
approaches used keyword-based filtering,
which identified spam messages containing
specific words but often failed with
obfuscated or new spam patterns. Classical
machine learning techniques, such as
Support Vector Machines, Decision Trees,
and Naive Bayes, improved detection
accuracy but required manual feature
extraction. Text preprocessing methods,
including tokenization, stopword removal,
stemming, and TF-IDF vectorization,
converted messages into numerical features
suitable for classification. Deep learning
approaches, like LSTM networks, captured
sequential dependencies in messages and
achieved high accuracy but needed large
datasets and substantial computational
resources. While these methods laid the
foundation for spam detection, many faced
limitations in adapting to evolving spam
patterns or providing real- time results. The
proposed SMS Spam Classifier overcomes
these challenges by using NLP, TF-IDF, and
a Multinomial Naive Bayes model, offering

efficient, accurate, and scalable spam
detection  suitable  for  web-based
applications.
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PROPOSED METHOD

The proposed SMS Spam Classifier detects

spam messages efficiently and accurately in
real time. Incoming SMS text is
preprocessed using NLP  techniques,
including lowercasing, punctuation and
stopword removal, tokenization, and
stemming. TF- IDF vectorization converts
the text into numerical features, which are
fed into a Multinomial Naive Bayes
classifier trained on a labeled SMS dataset.
The model learns patterns and word
frequencies to distinguish Spam from Ham
messages. A Flask-based backend hosts the
model and provides APIs for real-time
classification. The web interface, built with
HTML, CSS, Bootstrap, and JavaScript,
allows users to input messages and view
predictions with confidence scores. A
dashboard displays spam/ham distribution,
statistics, and recent classification. This
method combines NLP, ML, and a user-
friendly interface to provide scalable and
accurate spam detection.

SYSTEM ARCHITECTURE
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Fig.1: Architecture of SMS Spam
Classifier

METHODOLOGY DESCRIPTION

Input Collection: SMS messages are
collected from users or publicly available
datasets for analysis.

Preprocessing: The text is cleaned by
converting to lowercase, removing
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punctuation, special characters,
numbers, and stopwords, followed by
tokenization and stemming or
lemmatization.

Feature Extraction: The cleaned text
is transformed into numerical features
using TF-IDF  (Term Frequency—
Inverse Document Frequency) to identify

the most significant words in each
message.
Model Training: The numerical

features are used to train a Multinomial
Naive Bayes classifier, which learns
patterns that

Database  Storage: All
messages, predictions, and

processed
confidence

distinguish Spam from Ham messages.

Prediction: New SMS messages are
preprocessed and vectorized similarly,
and the trained model predicts
whether each message is Spam or
Ham along with a confidence score.

scores are securely stored in a database
for future reference and analysis.

Web Application Interface: A user-

friendly web interface built with
HTML, CSS, Bootstrap, and
JavaScript allows wusers to input

messages and view instant

classification results.

Dashboard & Analytics: The system
provides a dashboard showing
spam/ham  distribution,  prediction
statistics, and recent message history.

Outcome: This approach ensures fast,
accurate, and scalable spam detection,
improving user safety and
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communication efficiency.

RESULTS AND DISCUSSION

Protect Your Messages with Al-Powered Spam

Detection

Fig.2: Application Home Page

This is the homepage of the SMS Spam
Classifier web application, featuring a clean

interface with Al-powered spam detection,

real-time processing, and performance
analytics. Users can easily access the
classifier and dashboard to analyze
messages and view detection results.

Check Your Message

"URGENT! Your account has been compromised. Click here to verify: http://scam.com

& Retrain Model

Message is Spam

Fig. 3: Spam Message Detection

The model predicts “Message IS Spam”
with 98.64% confidence, updating the
statistics to reflect total predictions and
spam detections.
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Check Your Message

Hey, are we still meeting for lunch tomorrow at 1 PM?*

Message is Hum

& Retrain Model

Confidence: 99.9¢

Fig. 4: Hum Message Detection

This figure shows the classification
output for a non-spam (ham) message
entered by the user. The system predicts
the message category along with a
confidence score and updates the
dashboard with the total predictions,
spam count, and ham count.

CONCLUSION

The SMS Spam Classifier effectively
applies Machine Learning (ML) and
Natural Language Processing (NLP) to
automatically detect and filter spam
messages, converting raw SMS data into
meaningful features using tokenization,
stopword removal, and TF-IDF
vectorization. Results analysis shows high
accuracy in real-time testing, correctly
classifying spam and ham messages while
providing instant predictions for users.

FUTURE SCOPE

For  future enhancement, advanced
technigues such as BERT transformers or
LSTM/GRU models can  improve
contextual understanding, while continuous
dataset updates, cloud deployment, and a
mobile app interface can enhance
adaptability, scalability, and accessibility
for evolving spam patterns.
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